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Abstract 

The rapid growth of e-commerce has created a great opportunities for both businesses and end 

users. The essential e-commerce process is required for the successful operation and 

management of e-commerce activities. One of the processes is access control and security. E-

commerce must establish a secure access between the parties in an e-commerce transaction by 

authenticating users, authorizing access, and enforcing security features. The e-commerce 

application must authorize access to only those parts of the application that an individual user 

needs to accomplish his or her particular transactions. This paper discusses an access control 

model based on credential and purpose and how it was proposed to design a secure e-

commerce. 
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1Introduction 

 

E-commerce applications enable people to carry out their business activities virtually any time 

and from any place such as online shopping and electronic banking. The rapid growth of e-

commerce has created a great opportunities for both businesses and end users. Therefore, 

these demands for more secure e-commerce systems than before due to the importance of data 

security requirements. Today, privacy and security are a major concern for e-commerce 

applications. It shares security concerns with other technologies in the field. Privacy is 

defined as a control over one’s personal data, while security is defined as the attempted access 

to data by unauthorized others. Both aspects are considered as two critical problems for both 

parties involved in e-commerce, end users and businesses (Ackerman and Davis, 2003).  

 

Privacy concerns, in e-commerce have been found, revealing a lack of trust in a variety of 

contexts. Meanwhile, security is one of the principal and continuing concerns that restrict end 

users and businesses engaging with e-commerce. Web e-commerce applications that handle 

payments (online banking, electronic transactions or using debit cards, credit cards, PayPal or 

other tokens) have more compliance issues, are at increased risk from being targeted than 

other websites. To establish the relationships between users in Internet environment, some 

trustworthy needs to be established (Yang and Zhang, 2003).  

 

The ability of e-commerce applications to be accessed anytime, anywhere and by anyone 

require higher security especially when being accessed by many unknown parties when 

making transactions. The most commonly used access control methods are based on identity 

and role based authentication which makes the system unsuitable for open access such as e-

commerce (Dagdee and Vijaywargiya, 2009). This is caused by in e-commerce; data access is 

required by anyone spontaneously. This approach; known as identity-based authentication 

where it is assumed that the users are known to the provider through a process of registration. 

During each process involved in e-commerce, it must establish mutual trust and secure access 

between the parties in the transaction which can be done by authenticating users, authorizing 

data access, and enforcing security features. For example, these processes established that a 

customer and e-commerce application are who they say they are through user names and 

passwords, encryption keys, or digital certificates and signatures. The e-commerce application 

must then authorize access to only those parts of the application that an individual user needs 

to accomplish his or her particular transactions. Thus, individual usually will be given access 

to data object of an e-commerce application except for others people’s accounts. 

 

In this paper, a credential purpose-based access control (CrePBAC) model for e-

commerce application is introduced. In the proposed approach, users who sent a request to 

access data stored in database must be authenticated based on their credential first. Then, only 

authenticated users are given the authorization to access data based on for what purpose they 

access data stored in the database. Granting or denying the access is based on two phases that 

is user authentication and data authorization.  

 

The rest of this paper is organized as follows. Section 2 introduces the CrePBAC 

model which composes of six components. The implementation of the CrePBAC in e-

commerce application is discussed in Section 3. Section 4 concludes the paper. 

 

2Credential Purpose-based Access Control Model for E-Commerce Application 

 

Access control is the process of mediating every request to resources and data 

maintained by a system and determining whether the request should be granted or denied 

(Samarati et al., 2001). The access control model proposed in this research is aimed to 

manage and protect personal data to ensure it is stored in secure and protected databases. This 
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paper presents an access control model that provides users with the ability to protect their 

personal data when it is disclosed through e-commerce applications. CrePBAC is a new 

access control model that enforces the protection of personal data in e-commerce application 

by controlling the access towards it.   

 

2.1Six Components of the Model 

 

CrePBAC identified six supported components in its model as following:  

 

users: Users are the person who sends the access request through web-based application.   

personal credential: Personal credential is any personal attribute belonging to a specific person. It 

will be used in identifying and verifying the user before authenticating them to the system.  

purposes: Purposes describe the reasons for collection and data access (Byun et al., 2005).  It 

represents how personal data will be used by the user 

actions: Actions are rights that users can perform when accessing the personal data through web-

based applications 

objects: The objects involved in this research are personal data stored in the e-commerce databases.   

access decision evaluation: Access decision evaluation is based on two phases involved during the 

access control: user authentication and data authorization 

 
Figure 1: Six Components in CrePBAC Model  

 

 Figure 1 shows the relationship between these six components. Users are the person who 

requests the access to the data via e-commerce application. When sending the request, user 

should submit together their personal credential and the purpose of accessing data. These two 

components are required in determining the access decision. In addition, each object (refers to 

personal data) stored in a database must be attached together with for what purpose and for 

what action it can be accessed. Access decision evaluates and determines the results based on 

the successfulness of both personal credential and purpose. 

 

2.2CrePBAC : User Authentication and Data Authorization 

 

CrePBAC is designed to satisfy the need of simplifying the access control 

management in enhancing the security and privacy issues in e-commerce applications. The 

key concepts of CrePBAC access control model introduced in this research are: 

user authentication: the use of personal credential, which represents personal attributes that 

belongs to data users. User credential is used since it can be used to manage trust 

establishment more efficiently (Yang and Zhang, 2003) 
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data authorization: the use of purpose, which represent the reason of data being accessed or used. 

According to Chauduri et al. (2011), access control designed to protect personal data should 

focused on privacy policy that concerned with which data is used for which purpose  

 

Users who send the request though e-commerce application will be identified and then 

authenticated using personal credential. The permission of performing certain action 

(authorization) on certain data is assigned based on purpose. CrePBAC access control model 

that enforces the-two phase security provide answers to the questions:  

 

 Is user U authenticated by the personal credential PC? 

 Is user U authorized to access object O?  

 Is user U authorized to perform action A?  

 Is user U authorized to perform action A  on object O?  

 

 
Figure 2: CrePBAC Model 

 

Based on the CrePBAC above, definitions of its associated components have been 

formalized. And show how it is used in acquiring the final access decision.  

 

i.User, Credential, Object, Purpose, Action and Access Decision represent the set of user, personal 

credential, object, purpose, operation and access decision evaluation.   

ii.   PpupaupaupaupUP  ,,
 
is the set object’s usage purpose, where aup indicates 

the object’s allowable usage purpose and pup represents the object’s prohibited usage 

purpose.  

iii.   UPupObjectoupoOUP  ,,
 
is the set of data object with its usage purpose. 

iv.   CredentialcUserucuUC  ,,
 
is the set of users with its credential. 
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v.   PurposeapActionactObjectoapactoAPA  ,,,,
 
is the set of access purpose allowable 

for operation on data object. 

vi.Access Purpose Compliance is defined as a mapping between access purpose and usage purpose 

for the data object, i.e. UPAPAPC  .  

vii.Access Decision APASCAD 
 
is a many to many mapping between User with its 

Credential and its access purpose allowable. It determine action that 

viii.certain user (with trusted credential) perform on object is based on a certain access purpose 

 

Besides the formal definition above, we can also define the set of functions to facilitate the 

CrePBAC model as below.  

 

a.User_Credential_Compliance  cs,  = TRUE if Useru  and Credentialc   

b.Purpose_compliance  FALSE TRUE,UPAP  is used to determine the compliance 

between access purpose and data object’s usage purpose.  

 

Purpose_compliance  pupaup, =TRUE if aupap  and pupap  and UPAP PT  . 

c.Access_purpose_authorization APAUC   is a mapping of subject (with credential) onto 

access purpose allowable 

 

access_purpose_authorization    ADapaucAPAapauc  , . 

d.Access_ decision  apauc, = TRUE if  APAapaUCucAD  . 

 

From the above function, access decision must fulfill both user authentication and 

authorization data. It is defined that an access decision is granted if it successfully satisfied 

both phases in the CrePBAC. 

 

3Implementation 

3.1System Architecture 

This section outlines the system architecture of CrePBAC in e-commerce application. 

CrePBAC system architecture explains how the the approach is designed and further 

implemented in this application. Figure 3 shows the CrePBAC system architecture with three 

main modules. These three-modules are Privacy Policy Setting, Data Collection and 

Credential Creation and Data Access. The architecture shows that users send the access 

request through the web-based applications meanwhile administrator is a person at the web-

based applications side who had the responsibility towards the services provided. 

Module 1: Privacy Policy Setting  

 

The purpose of Privacy Policy Setting module is to translate the organization’s offline 

documents of privacy policies into electronic version. Every organization has its own privacy 

policies documentations. Privacy policies designed by the organizations are normally specific 

for their own use and may not be appropriate for other organizations. The function of the 

Privacy Translator Tool is to translate the privacy policy documents into its database 

equivalent. Generally, a policy can be specified in the databases using any privacy policy 

language. The mapping of the policies will make use of automated tools named IBM P3P 

Tool where it supports Platform for Privacy Preferences (P3P), a standard language proposed 

by World Wide Web Consortium (W3C). The translated version of privacy policies then, will 

be stored in the Privacy Metadata Tables. 
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Figure 3: E-commerce System Architecture with CrePBAC 

 

Module 2: Data Collection and Credential Creation  

 

Data Collection and Credential Creation Module is a phase where a negotiation 

process happens before any personal data is being collected and stored in the open databases. 

Before users provide any information, they must check whether the organization’s privacy 

policies are acceptable with them or not. The purpose of Policy Negotiation Module is to 

confirm whether the users’ preferences of opt in/opt out is comply with the organization’s 
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privacy policy. Assuming that the policy negotiation is successful, the process of data 

registration is done through the Data Manipulation Language (DML) operation. The purpose 

of Credential Translator Module as shown in Figure 4 is to translate the user attributes into 

personal credential that will be kept in a credential metadata. These user attributes is 

translated and will be further used for user authentication phase. According to Yang and 

Zhang (2007), credential translator engine in the module is used to map credentials submitted 

by user into credentials with metadata format and stored in a database.     

 
Figure 4: Credential Translator Module 

 

Module 3: Data Access Module  

 

Data access in the CrePBAC is based on the evaluation of both two-phase security: user 

authentication and data authorization. This module is a place where the process of user 

authentication and data authorization will be executed before any access decision is made. 

 

3.2Access Control Implementation 

 

Before any access request can take place, the business’s privacy policies documentations 

should be translated to a suitable format. Translating the privacy policies require the systems 

to translate the access policies that will be employed with privacy policies designed. This 

research use IBM P3P tool in translating the privacy policy into an electronic version and 

store them in the privacy metadata tables.   

 

The HDB in this research shows the realization of several of the components and principles 

laid out in (Agrawal, et al., 2002) in a relational database context: 

a.Privacy policy definition and installation 

b.A limited data collection that respects the privacy preferences of individual data subjects 

c.Privacy policy enforcement that limits the use and disclosure of data to that specified in the 

privacy policy and consented to by the data subject 

 

i. Data labeling scheme 

 

This paper implements the data labeling based on cell of a relation. There are two 

reasons why this approach was implemented. The first reason is that the comfort level of 

privacy can considerably vary from individual to individual. Users usually are reluctant to 

release any of their information unless it is absolutely necessary in completing their required 

transaction in e-commerce. However, businesses want to make use of the collected personal 

data from users for the necessary tasks as well as other tasks such as analysis and marketing. 

Therefore, some form of negotiating process may occur between these two parties through 

policy negotiation module as explained in the previous section. The second reason is that 
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when personal data has its own importance and value to the organizations itself. It is obvious 

that in order to make the best use of data while at the same time ensuring that data providers 

feel comfortable; the granularity of the data labeling model must be fine (Yang et al., 2008). 

Thus, the data labeling model should allow the assignments of data usage purposes with data 

at the most fine-grained level.   

 

ii. Query Modification 

 

Every data must be filtered in order to ensure that user complies with the requested data and 

the use of the data. This can be accomplished using query modification technique.  According 

to LeFevre et al. (2004), query modification is a technique that modifies the queries in order 

to prevent the release of personal information to unauthorized users. The query modification 

must be compliance with all the condition before the access is granted. The CrePBAC query 

modification algorithm is implemented in two levels: 

a.User authentication, identifying and verifying users before authenticating to the second level, 

that is,    

b.Data authorization, check and giving the authorization whether the personal data’s request for a 

specific action is in compliance with the access purpose or not. 

 

4Conclusion 

The purpose of the approach is to enhance the security and privacy aspects of the e-commerce 

applications. The proposed approach, CrePBAC authenticates users based on user attributes 

and authorizes the data access through some purposes. This work is related to many areas of 

privacy protection access control, especially in managing private data management in open 

databases. In the context of web-based applications, CrePBAC architecture has given its 

benefits when users should be successful in two phases of security levels before being given 

access to personal data.     
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